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REQUEST TO ACCESS HEALTH INFORMATION 

BY USE OF DE-IDENTIFIED DATA

An investigator may request access to health information for research purposes in the form of de-identified data. The Code of Federal Regulations Title 45, Part 164.514 (a, b, c) defines de-identified information, while Part 164.502 (d) defines the permissible uses and disclosure of that information.  HIPAA defines certain protected health information as de-identified when it is stripped of 18 specified identifiers or if an expert certifies that there is a very small risk that the data could be linked to an individual.  

De-identified information is defined as data that:

A person with appropriate knowledge of and experience with generally accepted statistical and scientific principles and methods for rendering information not individually identifiable applies such principles and methods, and determines that the risk is very small that the information could be used, alone or in combination with other reasonably available information, by an anticipated recipient to identify an individual who is the subject of the information, 

OR
The following identifiers of the individual or of relatives, employers, or household members of the individual, are removed:

· Names

· All geographic subdivisions smaller than a state, including street address, city, county, precinct, zip code and equivalent geocodes, except for the initial three digits of the zip code if according to the current publicly available information from the bureau of the census the initial three digits of the zip code for all the geographic units contains more than 20,000 persons. 

· All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and for all ages over 89 all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older.

· Telephone numbers

· Fax numbers

· Electronic mail addresses

· Social security numbers

· Medical records numbers

· Health plan beneficiary numbers

· Account numbers

· Certificate/License numbers

· Vehicle identifiers and serial numbers, including license plate numbers

· Device identifiers and serial numbers

· Web Universal Resource Locators (URL’s)

· Internet Protocol (IP) address numbers

· Biometric identifiers, including finger and voice prints

· Full face photographic images and any comparable images

· Any other unique identifying number characteristic, or code, except a special re-identification code that cannot be shared with the investigator

It is permissible for a hospital, (or other covered entity) to prepare a coded link to the de-identified data, as long as it is in a proper form and is not shared with the investigator.  In the future the information could then be re-identified, but that use would then be covered under HIPAA, and require authorization, waiver, etc.  NOTE: It is therefore possible for de-identified data to be linked, (in the Common Rule research sense of the term) even though that link is not available to the researcher.

While de-identified information is not considered Protected Health Information under 
HIPAA, the IRB requires certain information to evaluate the research in which the data will be used. You must answer the following series of questions:

Please provide a brief description of the research being conducted:

In this project data on patients with 7 rare immune defects will be collected in the form of a patient registry.  The collected data will contain the diagnosis, the immune defects, the clinical outcomes and complicating medical features, if any. The age of the subjects and the sex and race or ethnic background will be included.  The collected data will be submitted by participating physicians and scientists, and submitted with only intitials and year of birth.  When the data is entered into the registry the initials will be removed and a code attached that will categorize the subject into the correct immune defect.  The data collected at Mount Sinai will be about subjects already seen over a long period of time with one of these defects (common variable immunodeficiency) (using a waiver of informed consent and a waiver of HIPAA) and on newly enrolled subjects with this defect or another immune defect.  New data collected will be submitted using a new consent form (attached.)  Data exists on my own computer now about the patients that I know, and these data are identifiable in this location.  It is on a password-protected computer in a locked office.  When I submit this data, it will be essentially de-idenfied, as only the year of birth and the subject's initials will be submitted to the Registry. 
What health information is being requested? 

This Health information is being requested since gathering large amount of data from many investigators on rare defects into a central registry, is the best way to determine some of the basic features of these rare defects and getting a global picture.
What is the source (e.g. paper record, financial  records, a specified clinical database, etc.) of the information being requested? 

The information that will be submitted is Excel data sheets of condensed patient data.  These include data on immune functions, clinical manifestations such as a number of episode of pneumonia etc, ethnicity/race/age/age onset.
This request is for research that the Principal Investigator believes qualifies for:  FORMDROPDOWN 
.
Who will be preparing the de-identified data for use by the researcher?

The submitted data will be de-identified by Dr. Cunningham-Rundles before submission to the Registry.
Will there be a coded link maintained to the data? 

 FORMDROPDOWN 
 

Will this dataset be stripped of all 18 identifiers listed above, or will an expert certify it as de-identified?  FORMDROPDOWN 
  [NOTE: If an expert is being used please attach the qualifications of the expert and the basis of the determination.]
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